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Network intrusion detection systems based on deep learning are gaining significant traction in cyber security
due to their high prediction accuracy and strong adaptability to evolving cyber threats. However, a serious
drawback is their vulnerability to evasion attacks that rely on adversarial examples. To provide robustness
guarantees for deep neural networks against any possible perturbations, certified defenses against pertur-
bations within a [,,-bounded region around the input are being increasingly explored. Unfortunately, unlike
existing image domain approaches that concentrate on homogeneous input feature spaces, the progress on
certified defense for the network traffic domain, which is characterized by heterogeneous features, has been
very limited. To address such a gap, we present the design and practicality of a novel framework, Multi-order
Adaptive Randomized Smoothing (MARS), for certifying the robustness of network intrusion detectors based
on deep neural networks. Experiments on various network intrusion detection systems show that MARS sig-
nificantly improves the tightness of robustness certification (12.23% increase in I certified radius), detection
accuracy on evasion attack (7.17% improvement on ls-PGD, 10.11% improvement on [;-EAD), and predic-
tion accuracy on natural corruption (16.65% enhancement on latency, 18.23% enhancement on packet loss)
compared to the SOTA method. We have also conducted an extensive analysis of the dimension-wise cer-
tified robustness of the network intrusion detector. The results indicate that the dimensional certified radii
obtained using MARS reveal the robustness differences across feature dimensions, aligning with the empirical
evaluation findings.
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1 Introduction

Deep learning (DL)-based network intrusion detection systems (NIDS) excel in detecting
complex and evolving cyber threats by leveraging the capability of deep neural networks
(DNNs) to analyze large-scale and diverse network traffic data [6, 54]. However, previous work
has shown that DNN-based network traffic classifiers [13, 48] are as vulnerable to evasion attacks
using adversarial examples as text [23], image [18, 55], speech [39], and video classifiers [2, 25]. An
attacker can transform an otherwise correctly classified clean input into an adversarial example
by adding subtle perturbations [3, 30], causing the victim classifier to misclassify these inputs. Ad-
versarial malicious traffic usually mimics normal traffic patterns with constrained modifications,
thereby evading detection while maintaining features closely resembling those of clean malicious
traffic [33].

Empirical defense methods designed to enhance the robustness of DNNs, such as adversarial
training [10, 30], feature denoising [26, 51], and model ensembling [28, 34], mixup [17] have been
fully verified in the DL field, and their applicability has also been explored for network intrusion
detection [15, 56]. However, a common problem in various domains is that the robustness achieved
by these defenses driven by heuristic strategies is likely to be bypassed by new evasion attacks [5,
47]. Such a shortcoming allows attackers to evade the “supposedly robust” model through adaptive
attacks [42], leading to an endless arms race of evasion attacks and defenses. Moreover, in security-
sensitive applications, such as autonomous driving, healthcare, and network intrusion detection,
it is difficult to establish a high level of trust in model outputs when relying on empirical defenses.

Recognizing these shortcomings, research on the robustness of DNNs has gradually shifted to
certified defense [24]. Such a defense aims at calculating a certified robust radius (a.k.a. certified
radius) for each input, to indicate that the model’s predictions remain consistent for any variant
of the current input within the region bounded by this certified radius. The certified radius is pro-
vided as a robustness guarantee along with the prediction of the model on the input. For the same
model and input sample, a larger certified radius obtained indicates a tighter robustness guarantee
provided by the certified defense method. Incomplete certification, which aims at computing the
lower bound of the exact robust radius of the model as the certified radius, avoids the NP-complete
challenge of computing the exact robust radius of a DNN in complete certification [21, 24]. How-
ever, a notable drawback of incomplete certification is that the robustness guarantee it provides
is often loose; that is, the calculated lower bound is significantly smaller than the exact robust
radius.

To compute the non-trivial certified radius for DNNs, many approaches have been proposed to
upgrade incomplete certification algorithms for image classifiers. This includes (i) deterministic
robustness certification, such as activation polytope [9, 19, 27, 45, 50], interval bound propaga-
tion [1, 11, 40], relaxation [36-38, 53], neuron branching and bounding [29, 49, 52, 59], and (ii)
probabilistic robustness certification, such as differential privacy [20, 35] and randomized smooth-
ing [5, 8, 14, 21, 31]. Given that an ideal certified defense approach against evasion attacks should
be model agnostic, that is, it should be applicable to various types of DNNs without modifying
or being limited by the specific internal structures of these models, randomized smoothing-based
methods have been proven to be the most competitive in terms of tighter and architecturally scal-
able certification in the field of image [24], text [32], and graph [46] classification.
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However, certified defense efforts for NIDS have been minimal. The main challenges arise from
the heterogeneity of network traffic features, where different dimensions carry varying seman-
tics and characteristics. In contrast to image features representing pixel values, network traffic
feature dimensions involve protocol types, destination network services, timestamps, data packet
counts, flow-byte rates, and more. Furthermore, the diversity of NIDS architectures also introduces
difficulties to certified defenses. Various detection tasks, such as binary or multi-class classifica-
tion and known or unknown anomaly detection, often involve the use of different DNN models,
including Contrastive Autoencoder for Drifting detection and Explanation (CADE) [54],
Adaptive Clustering-based Intrusion Detection (ACID) [6], and others. This imposes strict
demands on the scalability of certification methods across diverse model architectures. Until now,
only one approach, Boundary-Adaptive Randomized Smoothing (BARS) [47], has been pro-
posed to certify the robustness of network traffic classifiers. Using randomized smoothing based
on zero-order information, it obtained larger I, certified radii than leading neuron branching and
bounding methods. Unfortunately, its [, robustness guarantee has been proven relatively loose,
and it lacks certification for other /, norm-bounded robustness guarantees. Providing multiple /,-
bounded certified radii can help in deeply analyzing model vulnerabilities and boosting general
robustness against ever-changing evasion attacks using diverse norms like /5 or [, in different con-
texts. Moreover, BARS only handles evasion attacks, neglecting some natural corruptions, such as
latency and packet loss, that may be induced by random noise in the network environment.

1.1 Overview of Our Method

To address the above shortcomings, we propose MARS—a novel framework that certifies the ro-
bustness of DNNs in NIDS using Multi-order Adaptive Randomized Smoothing (MARS). The
characteristics of MARS are mainly demonstrated in the following three aspects: (i) dynamically
expands the certified robust region along the high confidence direction; (ii) adaptively samples ran-
dom noise near the decision boundary; (iii) and supports the flexible selection of the smoothing
distribution type.

First, to adapt to the heterogeneity of d-dimensional network traffic features, we design a
dimensional-wise certified radius calculation method by expanding the real value of the certified
radius into a certified radius vector for the network traffic domain, and quantifying the radius
contribution of each dimension based on the dimensional feature sensitivity analysis.

Then, to tighten the robustness guarantee, we adopt a two-step strategy: (a) We optimize the
dimensional parameters of the multivariate smoothing distribution so that the certification algo-
rithm can adaptively sample dense noised samples near the boundary for probability statistics. (b)
We iteratively shift the symmetry center of the [, certified robust area along the gradient direction
of the smoothed classifier; that is, the direction in which the confidence score of the output class
increases, as illustrated in Figure 1. We then use binary search to estimate the upper and lower
bounds of the interval of the certified radius so that the certified radius can be further improved.

Finally, to provide diverse [, certificates, we construct a set of smoothing distribution candidates
consisting of Gaussian, Laplacian, and Uniform distributions and implement specific parameter
optimization and first-order gradient estimation for each distribution.

1.2 Contributions

We evaluate the performance of MARS on two advanced DL-based NIDS architectures, CADE [54]
and ACID [6], with four datasets created from CSE-CIC-IDS-2018 [43], and compare MARS with
the state-of-the-art (SOTA) network traffic-specific certification BARS [47], image-specific
certification Vanilla Randomized Smoothing (VRS) [5], and First Order-based Randomized
Smoothing (FRS) [31] in terms of overall and dimensional certified radius, certified accuracy,
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Fig. 1. Certified radius obtained through MARS. c4 denotes the class with the highest confidence returned
by the smoothed classifier Fs,,,0:1 on the input. x4, and xj are two inputs predicted as different cham-
pion classes, c; and c3. The solid white line outlines the certified region relying solely on zero-order output
Fé4 (x). The blue arrow indicates the tangent direction of F4 (x) at x. The green arrow represents
smooth smooth
the gradient vector VFSC:; (x). The dotted white line outlines the certified region utilizing zero-order and
a gradient with zero magnitude. The yellow and orange dotted lines outline the certified regions employ-
ing zero-order and a gradient with non-zero magnitude, where orange corresponds to a larger gradient

magnitude.

robust accuracy on evasion attacks and natural corruptions, clean accuracy on clean samples, and

certification time cost.
In summary, we make the following contributions:

— We propose and develop a robustness certification framework, MARS, to certify the robust ra-
dius of DNNs in NIDS without requiring any modification to the model structure. It achieves
a tighter [, robustness guarantee (12.23% average increase compared to BARS) and extends
certification from I, to /; and I, guarantees compared to other advanced methods.

— We design and implement a dimensional-wise robustness certification approach for input
data with heterogeneous features. The obtained dimensional certified radius reflects the sen-
sitivity of each feature dimension of network traffic in a fine-grained manner.

— We are the first to utilize the high-order information of the smoothed classifier to guide the
expansion of the certified region obtained based on the zero-order output information in
network traffic classification. Our approach demonstrates improved tightness in various [,
robustness guarantees.

— We are the first to introduce a threat model of random noise-based natural corruption in ad-
dition to the threat of evasion attacks in robustness certification for NIDS. Our experimental
results confirm that MARS significantly enhances robustness against evasion attacks (33.93%
higher on I-PGD, 13.79% higher on [,-PGD, 10.01% higher on [;-EAD) and natural corrup-
tions (16.87% higher on Latency, 19.85% higher on Packet Loss) compared to the base model.

A shorter version of this article has been published in the IEEE TrustCom Conference [16]. The
main differences between this article and the conference version include the addition of four new
Sections (2-4, and 8) that introduce related work, preliminaries, problem statement, and a discus-
sion of the application scenarios of the proposed approach and the importance of using diverse
norms to constrain certified robust regions. We have also added new Sections (6.5, 7.5-7.8) to out-
line threat models, compare the robustness of classifiers with SOTA intrusion detection methods
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using a new dataset, evaluate the certified dimensional radius of the MARS-defended classifier,
assess the impact of smoothing distributions on robustness certification, and analyze certification
time overhead. We have also added Algorithms 1 and 2 along and three new Sections (5.3.1-5.3.3)
to refine the smoothing distribution alignment. We have expanded the experimental part of the
article with details in Section 6 on the experimental setup and refined the experimental analysis
in Section 7.

2 Related Work

Robustness certification methods are categorized into complete and incomplete certification. Com-
plete certification yields a certified radius equal to the exact robust radius, while incomplete certi-
fication provides a lower bound. They can also be classified as deterministic or probabilistic. De-
terministic certification guarantees to produce not certified when the input is non-robust, while
probabilistic methods do so with a certain probability. Most complete certification approaches are
deterministic, whereas incomplete certification includes both types [24].

2.1 Complete Certification

Complete certification ensures strong robustness guarantees by confirming no adversarial exam-
ples exist within a certified radius around any input point. Early work, such as Cheng et al. [4],
formulated certification as a mixed integer linear programming problem to encode ReLU opera-
tions and models, later extended to convolutional networks by Tjeng et al. [41]. However, these
methods are limited to medium-sized models and lack scalability for DNNs. To address scalability,
Zhang et al. [59] proposed CROWN, a boundary propagation framework calculating upper and
lower bounds layer by layer. Simplified techniques like interval bound propagation (IBP) [12]
improved speed but sacrificed tightness. Extensions such as CROWN-IBP [57] and f-CROWN [49]
improved accuracy and computational efficiency. Recent advancements like GCP-CROWN [58] en-
hanced scalability with cutting-plane methods. Despite progress, complete certification remains
computationally demanding, limiting its application to high-dimensional inputs and large models.

2.2 Incomplete Certification

Incomplete certification approximates the exact robust radius as the certified radius [21, 24]. Vari-
ous methods have been proposed to enhance incomplete certification for image classifiers, enabling
non-trivial certified radius computation for DNNs.

2.2.1 Deterministic Incomplete Certification. Deterministic incomplete certification includes
linear relaxation-based and Lipschitz constant-based approaches. Linear relaxation methods rely
on activation polytope [9, 19, 27, 45, 50], which use hidden layer activation values to form polytope
vertices, evaluating robustness through volume and surface area calculations. Lipschitz constant-
based methods compute tight bounds to quantify output changes under input perturbations. To
address the looseness of global Lipschitz constants, Lee et al. [22] refined them with convolutional
layer analysis, while Fazlyab et al. 7] enhanced local Lipschitz estimation via semidefinite pro-
gramming.

2.2.2  Probabilistic Incomplete Certification. Probabilistic incomplete certification mainly in-
cludes differential privacy (DP)-based and randomized smoothing (RS)-based approaches.

DP-based methods often leverage the first-order derivative of the output function. Lecuyer
et al. [20] introduced a DP mechanism by adding noise to hidden layers during training, providing
I, robustness guarantees. Phan et al. [35] combined DP with adversarial training, applying noise
to gradient updates to limit model sensitivity.
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Fig. 2. Workflow of the deep learning-based network intrusion detector.

An ideal certified defense should be model agnostic and applicable to various DL models with-
out relying on their specific structures. RS-based approaches are the most competitive for tight
and architecturally scalable certification and can be categorized into zero-order or first-order
information-based techniques. Cohen et al. [5] proposed VRS, which uses Gaussian noise to trans-
form classifiers into smoothed versions. Lee et al. [21] extended RS to broader distributions, guar-
anteeing [y robustness. Hao et al. [14] introduced GSmooth, a framework certifying robustness
against semantic transformations. Mohapatra et al. [31] advanced FRS, combining gradients with
zero-order outputs to calculate tighter I, bounds.

However, existing methods designed for DNNs with homogeneous input features, like image
classifiers, cannot be applied to DL models with heterogeneous input features, such as NIDS. In
2023, Wang et al. [47] introduced BARS, the first robustness certification method aimed at pro-
viding I, robustness guarantees for network traffic classifiers. However, since it relies only on
zero-order information, its I, norm-bounded certified radius may not be tight enough and lacks
support for other norm-bounded certificates.

2.3 The Difference with Our Work

Our work focuses on probabilistic incomplete certification for network traffic data and differs from
previous sole network traffic-domain certification defense work BARS in three aspects:

— Goal: They only compute the l;-bounded certified radius of the NIDS, and we extend it to [;
and I, certification in addition to [, certification and achieve a larger certified radius.

— Threat model: They only focus on the robustness of NIDS against evasion attacks, while we
define and evaluate the robustness against natural corruptions in addition to evasion attacks.

— Technique: They use the zero-order output information of the smoothed classifier, and
we integrate zero-order information with first-order gradient information to enhance
certification.

3 Preliminaries

This section outlines key definitions for robustness certification via randomized smoothing.

3.1 Base Classifier

As traffic data includes both numeric and non-numeric values, a typical pre-processing step is the
transformation of non-numeric values into numeric values. Specifically, for a given d-dimensional
raw network traffic feature vector x,4,, containing some non-numerical feature dimensions (such
as protocol, network service, timestamp, etc.), the vector is first transformed into a numerical
feature vector x,,,, and then normalized into a feature vector x € X = R? that belongs to a
continuous real number range, as shown in Figure 2.

The DNN model is formulated as a classification function fyp: X — Y = RE, where the C-
dimensional probability vector returned by the model reflects the confidence scores of x for all
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Fig. 3. I,-bounded certified radius of the multi-class classifier on the input x. Darker colors indicate higher
confidence in the predicted class. Suppose x is predicted as c4. The [,-measured distance between the per-
turbed sample x* and the clean sample x is ||6||p. Ry and R; are the upper and lower bounds of the exact
robust radius R, on x.

C classes. In the training stage, fp is supervised to map each sample x in the training set D¢, qin
to the C-dimensional one-hot vector of its ground-truth label y;,,. € [C] = {1,...,C} with the
minimum loss, as shown in Equation (1).

meln E(x’ytrue)"Dtrain'L(fg(x)’ ytrue)’ (l)

where 0 denotes the trainable model parameters, E is the expectation function, and £ denotes the
loss function. The base classifier F without certified defense is defined in Equation (2).

Definition 1 (Base Classifier). Given a DNN model fp that maps input samples x to a C-
dimensional confidence score vector, a base classifier F is defined as

F(x) = arg max Jo(x); ()

where fp(x); represents the confidence score of the model fy on the ith category for a given
input x.

3.2 Robustness Guarantee

The robustness guarantee provided by a classifier for an input x against [,-bounded perturbations
is formalized as a [,-bounded certified radius R of the robust region containing x, typically centered
at x, as defined in Equation (3). Common ones include /; radius and [, radius, as shown in Figure 3.
This work aims at calculating the lower bound of the exact robust radius R, as tight as possible,
so the certified radius R provided in the following refers to the lower bound R;.

Definition 2 (I, Robustness Guarantee). Given a classifier F, an input x, a perturbation J, a dis-
tance measure [, robustness guarantee of F on x against [,-bounded J is defined as

For all § such that ||5]|, <R, F(x + d) = F(x), (3)

where R is the certified radius.

3.3 Smoothed Classifier

The smoothed classifier, defined in Equation (4), is transformed from the base classifier F through
randomized smoothing. When queried at x, smoothed classifier Fs,00:n returns the class most
likely predicted by F when x is perturbed by a large amount of noise from a smoothing distribution.
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Definition 3 (Smoothed Classifier). Given a base classifier F, an input x, a smoothing distribution
D with Probability Density Function (PDF) ¢, smoothed classifier Fs,;00:1 is defined as

Fymoorn(x) = arg max Py p(F(x + 1) = ¢) = arg max/ I[F(x + n) = cle(n)dn, (4)
ce[C] ce[C] D

where P is the probability function, I is the indicator function that returns 1 when the condition is
true, and ¢(n7) denotes the probability density of the sampled noise data 7.

Since the integral in the above equation cannot be solved exactly, the Monte-Carlo estimation
defined in Equation (5) is commonly used to approximate the exact solution.

L
Fsmooth(x) = arg grelfié(] ;ZH[F(X + ’7k) =c], (5)
k=1

where n is the number of noise data n sampled from the smoothing distribution 9 and r; denotes
the kth noise sample. Thus, the performance of the smoothed classifier Fg;,;00¢1 is determined by
the base classifier F, the number of sampled noise n, and the smoothing distribution D.

3.4 Multi-Order Information

3.4.1 Certification with Zero-order Information. Most randomized smoothing-based certifica-
tion approaches only utilize the zero-order information of the smoothed classifier Fsp,001h, as
shown in Equation (6), to calculate the certified radius R.

Definition 4 (Zero-order Information). Given a smoothed classifier F; 0011, an input x, the zero-
order information refers to the basic characteristics of Fg,,00:5, Such as the statistical probability
P, that Fg,,00s, predicts x as each class ¢ in [C], defined as

For all ¢ € [C], Pc = P(Fsmooth(x) = ¢) = Ppop(F(x + 1) =c). (6)
3.4.2  Certification with First-order Information. There are also a few approaches that attempt to

introduce the high-order information of the smoothed classifier F,,00:1, as shown in Equation (7),
to compute a tighter robustness guarantee.

Definition 5 (First-order Information). Given a smoothed classifier F;,;00:5, an input sample x,
first-order information involves the derivative or gradient of Fs,00:1, defined as

For all ¢ € [C], [IVE, 000, (lp = [IVP(Fsmoorn(x) = o)l

OPy~p(F(x +1) =c)) (7)
|1V, (Fx + 1) = Ol = i I
where F¢ ' (x) = P(Fsmoorn(x) = ¢) is the statistical probability that Fsmeo:n predicts x as ¢, and
[IVFS o .n(Ollp is the [,-measured magnitude of the gradient of F{ . at x.

3.5 Evasion Attack

Evasion attacks aim at bypassing detection models by manipulating input data. Unlike conven-
tional evasions against NIDS involving straightforward manipulations like increasing packet num-
bers, interval, and payload length, attacks on network traffic classifier fp, which we focus on here,
often use sophisticated techniques to exploit vulnerabilities in deep architectures. Specifically, at-
tackers generate adversarial examples x* = x + § by modifying the clean input x with a slight
perturbation 8, as shown in Equation (8).
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Definition 6 (I, Evasion Attack). Given a target label y;4g4¢; desired by the attacker, [, evasion
attack aims at finding a perturbation § that minimizes the loss £ between fy(x + ) and yrarger
and satisfy the [,-bounded budget €, defined as

rr)l(i*n .E(fg(x*), ytarget) = Hgflllln -E(fﬁ(x + 5)’ ytarget)- (8)
p<€

4 Problem Statement

This section describes the threat model, research problems, approach directions, and key
challenges.

4.1 Threat Model

We consider two robustness threats faced by DNNs: evasion attacks—deliberately launched by
attackers using adversarial examples, and natural corruptions—unintentionally caused distribution
shift by random noise in the network environment.

4.1.1 Evasion Attacks. We first focus on white-box evasion attacks. The adversary creates
strong I,-bounded adversarial examples based on complete knowledge of the victim network traf-
fic classifier fp. By assuming that the attacker possesses full knowledge of the model, we simulate
the most powerful threat in the adversarial scenario where the adversary has maximum visibility
into the model internals. This enables the evaluation of model robustness against sophisticated
attacks leveraging its inner workings while also revealing potential vulnerabilities of the target
model.

Evasion attacks can target clean samples belonging to any category. In NIDS, however, especially
in multi-classification scenarios, the more realistic situation is that the evasion goal only includes
causing the originally malicious traffic to be classified as benign, but does not include causing
originally benign traffic to be classified as malicious or causing malicious traffic to be classified
as another attack type. Thus, we assume that the adversary will launch evasion attacks only on
originally malicious traffic, by setting the target label y;4,4¢; in Equation (8) to benign.

4.1.2  Natural Corruptions. We also consider the robustness of the classifier to distribution shifts
arising from natural variations in datasets. Natural corruptions result from uncontrollable environ-
mental factors, such as lighting changes in images or recording device alterations in speech. As
the first work to consider natural corruption in robustness certification in the traffic domain, we
focus on the distribution shifts caused by random noise added to time-related and quantity-related
traffic features. By assuming noise background in temporal and spatial characteristics, we aim to
mimic a scenario where natural corruptions like latency and packet loss arise from network con-
gestion or electromagnetic interference. Unlike evasion attacks, these corruptions are typically
unintentional, thus both clean benign and malicious traffic can be corrupted.

4.2 Certified Defense Goal

Our design goal is to provide the traffic classifier prediction with a robustness guarantee that
reflects the tight lower bound of the robustness of the model on any unknown perturbations.

4.2.1 Problems. We need to address the following three problems.

Problem 1. Formally define a certified radius as the I, robustness guarantee that can constrain het-
erogeneous network traffic features. Homogeneous image feature vectors typically share semantics
and value ranges across dimensions, resulting in a real-value certified radius R, constraining all
dimensions concurrently. Conversely, heterogeneous traffic feature vectors exhibit varied seman-
tics, value ranges, and significance in traffic analysis and noise tolerance. Thus, a traffic-specific
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certified radius form must be designed to reflect robust regions within heterogeneous feature
dimensions.

Problem 2. Tighten the I, certified radius to provide a stricter I, robustness guarantee than the
only existing certification approach for NIDS. A larger certified radius signifies higher prediction
credibility of the model, essential in applications demanding high-confidence results. For NIDS,
detection combined with a certified radius can minimize false positives and false negatives. For
example, if it is required that only predictions with certified radii higher than the robust radius
threshold on the predicted malicious class trigger anomaly warnings, alert fatigue can be alleviated.

Problem 3. Thel; and I, robustness guarantees of the model on a given input must also be provided.
While I, attacks are common, adversaries may employ other norms (e.g., 1, l,) for escape purposes.
It is vital to have a comprehensive approach for calculating diverse [, measured certified radii
to assess the overall robustness. Especially when confronting unknown types of evasion attacks,
comparing various [, certified radii is particularly valuable to thoroughly analyze the model’s
weaknesses and enhance [, robustness.

4.2.2  Approach Directions and Challenges. To address these problems, the considered approach
directions and main challenges are as follows.

Approach Direction to Problem 1. The solution we consider is to extend the real-value certified
radius R to a vector (Ry,...,Ry) € R9, where R; denotes the dimension-wise robustness guarantee
for the ith feature x; of the input x. Yet, computing the certified radius vector R poses a challenge.

Challenge 1. Efficiently calculate the dimension-wise certified radius R; for each dimension of the
input x = (xy,...,xq) € R% An easy way to calculate R; is employing randomized smoothing
separately for each dimension by adding noise to feature x; while keeping other dimensions con-
stant. However, since we assume that network traffic feature dimensions are not independent, this
approach has two issues: () The certified radius vector composed of the independently calculated
dimension-wise certified radius represents the upper bound of the exact certified radius vector
rather than the lower bound, because it does not account for the correlation between different
feature dimensions of the network traffic, such as x; and x;. @) Performing randomized smoothing
independently for each feature dimension increases the time cost significantly by a factor of d,
making it impractical for network traffic classification tasks with real-time requirements.

Approach Direction to Problem 2. To tighten the I, robustness guarantee, the solution we envision
is to improve the randomized smoothing-based certification by introducing high-order informa-
tion about the smoothed classifier. Yet, this solution requires addressing the following challenge.

Challenge 2. Characterize the correlation between the first-order information of a smoothed classi-
fier and the certified radius and derive a tighter robustness guarantee by exploiting it. The first-order
gradient information of the classification function on the input reveals how subtle changes in
the input affect predictions. This valuable insight could determine robust regions in smoothed
classifiers. However, this area remains unexplored in NIDS and is in the early stage of image clas-
sification. The challenge is the lack of analysis connecting this information to the certified radius,
impeding its use as a supplementary condition for certified radius calculations.

Approach Direction to Problem 3. The solution we envision is to select distinct smoothing distri-
butions for various [, guarantees to align the sampling area of the noise samples used for smooth-
ing with the [,-bounded surroundings of the input x. Nevertheless, the challenge is as follows.

Challenge 3. For various l,, perturbations, choose suitable smoothing distribution types and param-
eter settings to obtain non-trivial tight robustness lower bounds. While Gaussian distributions have
proven effective for I, perturbations when combined with zero-order information, they might not
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ALGORITHM 1: Dimensional Radius Weight Calculation

Input: d-dimensional training samples (x,y) € D;yqin, base C-class classifier F with the classifi-
cation function fp, smoothed classifier F,,00¢h-
Output: d-dim weight vector w, for each class ¢ € {1,..,C}

1: for j=1tolen(D;yqain) do

2 load one training example x;, y;;

3 forc=1toCdo

4 ne <0

5: class c-specific dataset D, qin,c < 0

6 if y; = c then

7 add (xja yj) to Dirain,c

8 Ne «<—ne +1 W)

9: sensitivity score s; = (s;1, 5%, . .. ,sjd) — da(xj)’

10: end if

11:  end for

12: end for

13: radius weight vector set Dyyeigh: < 0

14: forc=1toCdo B

15:  class c-specific average sensitivity score s, = (sely s, .. sed) = Ziisifn,
16:  class c-specific unit sensitivity score s, «— (e’ /5d_ est, e [xd_ et ... e [5d_ )

17:  class c-specific radius weight w, « /as;
18 add (we,¢) to Dyyeighs
19: end for

always be optimal for /; and I attacks, especially when first-order information is also used. Hence,
it is essential to integrate prior knowledge to generate candidates for appropriate smoothing distri-
butions and to experimentally ascertain whether the zero-order or first-order information under
these distributions is appropriate for various [, robustness certifications.

5 Design of MARS

This section introduces the design of the proposed certified defense method, MARS, to provide
non-trivial tight /,-bounded robustness guarantees. The framework includes three modules: Di-
mensional Radius Weight Calculation, Multi-Order Robustness Certification, and Smoothing Dis-
tribution Alignment.

5.1 Dimensional Radius Weight Calculation

To calculate the certified radius vector (Ry, .. ., Ry) of the input x = (xy, . .., x4) while accounting
for feature dimension correlations, we design to first calculate a real-value overall certified radius
R using the randomized smoothing-based certification. This provides an equal robustness region
size for all dimensions. Then, we weigh R according to the robustness contribution of each feature
dimension to obtain the dimension-wise certified radius R; = w; XR. The certified radius weight w;
is obtained through two steps: Dimensional Feature Sensitivity Analysis and Dimensional Radius
Contribution Quantification, as detailed in Algorithm 1.

5.1.1 Dimensional Feature Sensitivity Analysis. In this step, we quantify the sensitivity of each
dimension of the input feature vector x to the prediction score on the output class. For all dimen-
sions, the more sensitive features are more likely to change the output results. Therefore, sensitive
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Fig. 4. Architecture of the smoothed network traffic classifier. Prediction: n = ng,, 415, identify the champion
class c4 that is predicted most times among n noised samples. Certification: n = nj4; ge, count the number
of noised samples predicted as c4 to estimate P4 = P(Fs,,00:1(X) = ca) and P = P(F 001 (X) = cB)-

features are also important features for NID. We calculate a sensitivity score s; for each dimension
of the input sample x belonging to class ¢ according to s; = 405™)/a(x,), where i denotes the ith
dimension. Since our goal is to obtain a sensitivity score vector s = (si, . .., Sg) corresponding to a
specific category, we average the sensitivity scores of all samples belonging to the same category
and denote the result as § = (s3,...,sg).

5.1.2  Dimensional Radius Contribution Quantification. In this step, we convert the average fea-
ture sensitivity score § into the contribution of the robustness of each dimension to the overall
certified radius R of x, thereby proportionally allocating the overall certified radius to each dimen-

sion of the input vector. We first normalize the sensitivity score vector § to § = (s1,...,54) =
(¢"/5d e, ..., ¢" /54, &) whose components sum to 1. Then, the dimensional robust radius contri-
bution weight w; is calculated according to Equation (9).

R; 1

Ri=w; XRwij=—=—, 9

' ' ‘" R ds ©)
where d is the number of dimensions in the input feature vector x, !/a and R respectively denote the
normalized sensitivity of a single dimension and the overall certified radius when assuming equal
sensitivity across dimensions. Sensitivity and robustness proportions generally have an inverse

relationship: higher sensitivity tends to correlate with lower robustness.

5.2 Multi-order Robustness Certification

In MARS, robustness certification for NIDS starts from a smoothed network traffic classifier. In par-
ticular, to achieve a tight robustness guarantee, we adopt a two-step strategy: Smoothing Distribu-
tion Parameter Optimization and Gradient-based Certified Radius Calculation. First, we optimize
the parameters of the smoothing distribution used for sampling noise 5, making noised samples
x + 11 closer to the decision boundary. We then calculate the magnitude of the first-order gradient
[IVFS o .n(Ollp of the smoothed network traffic classifier w.r.t x and expand the certified robust

m
region along the direction in which the confidence score F;, ', increases.

5.2.1 Architecture of the Smoothed Network Traffic Classifier. The main difference between the
smoothed network traffic classifier F,,00:, and the base network traffic classifier F is that the
predicted label of Fsp,00:, on the input traffic x is the champion class ¢4, which is the most often
predicted class by the base classifier F(x) across a set of noised samples x + 7. The architecture
of the smoothed network traffic classifier is shown in Figure 4. With the smoothed classifier, the
MARS defended-NIDS can perform two procedures: Prediction and Certification.
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ALGORITHM 2: Multi-Order Robustness Certification

Input: test samples (x,y) € D;ess, base classifier F with the classification function fp, smoothed
classifier F 00tk
Output: overall certified radius R for each test sample
1: for j=1to len(D;ess) do
2. load one test example x;, yj;
count champion class c4 according to Equation (5);
sample 14,4 Noise samples {171, RN nn,arge} from smoothing distribution D;

Niarge

count ng « 3, ““I[Fp(x + ni) = cal;

AN L

estimate P4 by LowerConfidenceBound(n;arge, na, @) that estimates the interval [Pa, P4l
where P4 holds;

7: E — 1 —Py;

8: if PA < O.S_then

9: atput abstain certification;
10 elseif P4 > 0.5 then
11: calculate the certified radius Riero;
12: estimate gradient of the smoothed classifier in the champion class dimension c4 on x:
VFscréwoth(x);
13: calculate the magnitude of the gradient;
14: if ||VFSc;‘woth(x)||p > @(Rzero) then
15: certified radius R = R,¢,0;
16: else if [|[VF4(x)||, < ¢(Rzero) then
17: certified radius R = Ry;,s; calculated according to Equation (13);
18: end if
19: output R for test sample x.
200 endif
21: end for

Prediction. This procedure aims at determining the class by the smoothed classifier for the input
x. It begins by choosing a smoothing distribution O with mean 0. Then, ng,,4; (defaults to 100)
noise vectors n are sampled and added to x to obtain ng,,,;; noised samples. The base classifier
predicts them and identifies the champion class ¢4 and runner-up class cp.

Certification. This procedure aims at calculating a [,-bounded certified radius R. First, n44. (de-
faults to 10, 000) noises are randomly sampled from the smoothing distribution O and sequentially
added to the input x to obtain n;4, 4. noised samples. Then, the number of these samples predicted
as the champion class c4 is recorded asng = ZZflrg”]I[F(x + 1) = cal. With njgr4. and na, the cer-
tified radius is then calculated using the zero-order output and first-order gradient of the smoothed

classifier. The specific calculation process of the certified radius is shown in Algorithm 2.

5.2.2  Smoothing Distribution Parameters Optimization. The difference between a smoothed net-
work traffic classifier and a smoothed image classifier is that the noise values 7; in each dimension
of the noise vector 5 are sampled from a dimension-specific optimized distribution, where all di-
mensions of heterogeneous x are matched to the optimal smoothing distribution parameters .

Take the Gaussian distribution for example, before the optimization, the d-dimensional noise
vector 7 is sampled from the multivariate standard Gaussian distribution Dg;q = N(u = 0,0 = 1),
where O and I denote the d-dimensional full-zero vector and the full-one vector, respectively.
After the optimization, the noise vector 7 is sampled from the optimized multivariate Gaussian
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Fig. 5. PDF of binary Gaussian distributions N'(y, o) with the same or different ¢ values across dimensions.

distribution Dy = N(u = O, 0% = 9I). Parameters & optimized dimensionally for the multivariate
distribution facilitate an adaptive approach to the classification boundary in feature space.
Figure 5 shows the PDF of the smoothing distribution with the same or different o values across
dimensions. The optimization of & = Jspape X Fscale involves two steps: distribution shape and
scale optimization.

Distribution Shape Optimization. The aim is at optimizing the vector parameter 9,4, in a mul-
tivariate distribution, keeping ;.47 = 1. This encourages the sampling region of noised samples
x + 1 to be close to the decision boundary of the class predicted by the classifier F for x by opti-
mizing Equation (10), where ¢ = Jsp4pe X 1 and I is the indicator function.

mﬁin Ex-p, 0 IIF(x + 19) # F(x)IL(f (x + n9), F(x))
=I[F(x +n9) = F(x)|L(f(x + ng), F(x)).

Distribution Scale Optimization. The optimization goal of the distribution scale, as defined
in Equation (11), is to expand the coverage of the sampling area by adjusting the scalar param-
eter Jseq1e of the multivariate distribution while maintaining the contour shape of the sampling
area by fixing Jp4p. to the optimized value ‘9s*hape’ so that the certified radius R can be as large as

(10)

possible.

m;ixR = max %(q)_l(P_A) - @7!(Pp)) 1)
- §<¢-1<Pn~@m<F(x +91) = ca) = @ (By-p,,,(F(x + On) = cp)))

5.2.3 Gradient-based Certified Radius Calculation. In this subsection, we focus on calculating
the certified radius using the zero-order and first-order information together. The zero-order infor-
mation we use is the statistical probability P4 = P(Fs00:n(x) = ca) = Fscr";woth(x) of the smoothed
classifier when predicting x as the champion class c4. The first-order information we use is the
gradient magnitude ||VFSC;‘;1 vorhllp Of the Fimoorn. The overall calculation process can be divided
into two steps: Probability-based Radius Calculation and Gradient-based Radius Extension.

Zero-order Probability-based Radius Calculation. This step is to calculate the lower bound of the
perturbation radius R that the smoothed classifier can tolerate on x based on FSC;; oorh(X)s Which is
the estimated probabilities of the smoothed classifier predicting x as the champion class.

Suppose the champion class ¢4 is returned by Fgpoorn Wwith probability Py =
Py.p(F(x + 1) =ca), and the runner-up class cp is returned with probability Pg =
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Pp-o(F(x + 1) =cp). We need to estimate the P4 and Pg, which represent the lower
bound of P4 and the upper bound of Pp, respectively. P4 is estimated like [5], using

LowerConfidenceBound(n;q,ge, 4, @), wWhich first calculates the interval [P_A, E] where Py
holds with a probability of at least (1 — &) for k-fold Binomial(n;4,ge, Pa) sampling and then
returns the left boundary of the interval. Then simply take Py = 1— P,. The certified radius R,ero
based only on the zero-order information is calculated like [5] as Eqﬁtion (12).

Reero = %(cb‘l(P_A) — o7!(Pp)), (12)

where ®! is the inverse of the cumulative distribution function (CDF) of the standard
Gaussian Distribution N(O, I). The size of R, is shown in the white solid line in Figure 1.

First-order Gradient-based Radius Extension. The goal of this step is to move and expand the
certified robust region with radius R,.,, along the gradient direction VFSC;‘l vorp At x. Take a Ir-
bounded radius as an example. We can see from Figure 1 that the gradient-based certification
breaks the symmetry of the certified region centered at x and admits non-isotropic certified radius
bounds. As the gradient direction reflects the area where the prediction confidence F;*:l voth 18
higher than at the current data point x, moving the center x of the certified region along the
gradient direction and exploring a larger radius is conducive to further expanding the original
certified region.

Refer to [31], we obtain the final certified radius R by solving the system of simultaneous
equations shown in Equation (13). Specifically, our goal is to reduce the length of the interval
[Riows Rnign] with an initial value of [Ripw, = Rzero» Rnign, = @(!*Z2)/2)] by binary searching,
where ¢ is the PDF of the smoothing distribution. To this end, we continuously increase R;,,,, re-
duce Rpign, and take the r = (Riow + Ruigi) 2 as the certified radius which matches the requirement

in Equation (13), where z; and z, are fixed. The search stops when Rp;gn — Rjow < 0.
(D(Zl - R) - q)(Zz - R) = 05,
D(21) = D(22) <Fsmooth(x) = Pa, ¢(22) = ¢(z1) 2 a||VF2 . ()]l

mooth

(13)

5.3 Smoothing Distribution Alighment

To compute the certified radius as tight as possible for the robust region under various types of
I, norm measures, it is crucial to choose an appropriate smoothing distribution type. Therefore,
we empirically explore which smoothing distribution can align the shape of the high-probability
sampling region of the noise data as closely as possible to the ,-bounded certified robust region.
After simulating the sampling areas of various probability distributions, the areas formed by 10, 000
noise samples respectively sampled from three distributions can be seen in Figure 6.

5.3.1 ly-bounded Certified Region Alignment. Noise data from a Gaussian distribution form ar-
eas resembling a circle in 2D feature space, where the boundaries align closely with the constraints
of the I; norm. This reflects the isotropic nature of the Gaussian distribution, as the magnitude of
the noise is evenly distributed in all directions, resulting in smooth and symmetric contours. The I,
norm emphasizes energy conservation, making this smoothing distribution suitable for scenarios
requiring balanced noise allocation across dimensions.

5.3.2 li-bounded Certified Region Alignment. Noise data from a Laplacian distribution form
diamond-shaped areas in the 2D space. This shape arises from the distribution’s characteristic of
having a sharper peak at the center and heavier tails compared to Gaussian noise. The higher
probability density near the center signifies that smaller perturbations are more likely, while the
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Fig. 6. 10,000 noised samples drawn from different smoothing distributions respectively. (a) Gaussian dis-
tribution aligns the lx-bounded region. (b) Laplacian distribution aligns the [;-bounded region. (c) Uniform
distribution aligns the lo-bounded region.

I; norm’s emphasis on sparsity ensures that the noise components are distributed in a way that
prioritizes deviations along fewer directions.

5.3.3 lw-bounded Certified Region Alignment. Noise data from a Uniform distribution take on
shapes akin to a square in the 2D space, where each dimension is independently constrained by the
same maximum magnitude. This shape corresponds to the [, norm, which focuses on controlling
the largest component of the noise. The uniform distribution ensures that noise variations are
evenly spread across all values within the bounds, capturing the robustness required for handling
extreme outliers or adversarial perturbations.

Using an aligned smoothing distribution can encourage the spatial distribution of noise data
to be closer to the shape of the [,-bounded certified region under the same amount of sampling
noise, thereby facilitating the search for the perturbed sample that can change the model pre-
diction results but are difficult to find based solely on the commonly used Gaussian smoothing
distribution.

6 Experimental Setup
In this section, we introduce the testbed (Section 6.1), model architecture (Section 6.3), dataset
preprocessing (Section 6.4), attack settings (Section 6.5), certified defense baselines (Section 6.2),

and evaluation metrics (Section 6.6) for the experimental evaluation. The code for MARS has been
released at https://github.com/CertNID/MARS.

6.1 Testbed

The method was implemented using PyTorch 2.0.1 and SciPy 1.11.2 [44]. Each experiment was
repeated three times with random seeds {42, 43,44} on an NVIDIA GeForce RTX 3090 GPU with
CUDA 11.7, and the average results are reported.

6.2 Certified Defense Baselines

To ensure a fair performance comparison, we selected three SOTA robustness certification methods
known for their good architecture-level scalability as certified defense baselines. These methods
rely on randomized smoothing, allowing for flexible robustness certification applicable to various
NIDS architectures. Table 1 illustrates their properties.
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Table 1. Comparison of Certified Defense Methods

Robustness Guarantee Diversity| Evasion Attacks Natural Corruptions

Method  [Heterogeneity|Universality I, Radius [; Radius [, Radius |l Attack [; Attack [, Attack|Latency Loss

VRS [5] ¢) ) ° ¢) ¢) ¢} ¢} o) ¢} o)
FRS [31] @) ® ° ® ) 0 @) @) 0 @)
BARS [47] ) ® ) @) @) e) o) [ o) @)
MARS ® ° ° ° ® ° [ ° [ °

6.2.1 Vanilla Randomized Smoothing (VRS). VRS [5] is the first randomized smoothing-based
robustness certification technique designed for image classifiers based on homogeneous inputs. It
uses Gaussian noise and the Monte Carlo sampling method to obtain the l;-measured radius only
through the zero-order information.

6.2.2  First Order-based Randomized Smoothing (FRS). Since zero order-based methods so far
still have some gaps between the actual robust radius and the available certified radius, FRS [31]
(2020) was proposed to provide certified robustness for image classifiers based on homogeneous
inputs by using the first-order gradient of the smoothed classifier, which further tightens the [,
radius.

6.2.3 Boundary-Adaptive Randomized Smoothing (BARS). BARS [47] is the only existing robust-
ness certification framework for NIDS based on heterogeneous inputs, which is built on top of VRS.
It focuses on zero-order information and adapts to the network traffic features with dimension-
wise optimized smoothing distribution but only provides I, robustness guarantees.

6.3 Model Architectures

We evaluated two advanced DNN-based NIDS architectures, CADE [54] and ACID [6], which fea-
ture different detection model structures and specialized functionalities, to assess the certified
defense performance of MARS and other certified defense methods.

6.3.1 Contrastive Autoencoder for Drifting Detection and Explanation (CADE). CADE is a con-
cept drift model trained on n — 1 classes and tested on n classes to detect unknown samples. It
employs an encoder-decoder model architecture with a monitoring system to analyze the relation-
ship between input data and training data. It is well-suited for scenarios where the nature and
attributes of observed samples may change compared to the knowledge acquired during training.

6.3.2 Adaptive Clustering-based Intrusion Detection (ACID). ACID is a multi-classification de-
tection model that integrates unsupervised and supervised learning. It identifies input from n
categories through the learning of n classes during the training phase. ACID’s strength lies in
its utilization of traffic features obtained via a clustering-based representation learning approach.
This enables the expression of more comprehensive sample information compared to manually
defined traffic features, particularly for high-dimensional data.

6.4 Datasets and Preprocessing

Following and extending the dataset settings in the leading work BARS [47], we evaluated the
performance of MARS on two NIDS architectures using four sub-datasets, all of which are derived
from the CSE-CIC-IDS-2018 dataset [43], as shown in Table 2.

For the construction of each sub-dataset, we not only preprocessed the data in the original CSE-
CIC-IDS-2018 dataset to filter out duplicate samples, samples with invalid timestamps, and samples
with infinite values, but also digitized and normalized the raw feature values, including one-hot
encoded categorical features. This process mapped the network traffic vector, which includes both
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Table 2. Information on Network Intrusion Detection Datasets used for Evaluation

CSE-CIC-IDS-2018-CADE CSE-CIC-IDS-2018-ACID

Dataset | DoS-Hulk-Drift Dataset |Infiltration-Drift Dataset| Diverse-Intrusions Dataset| Similar-Intrusions Dataset
Class Number Class Number Class Number Class Number

Benign 52,996 Benign 52,996 Benign 52,996 Benign 52,996

Training SSH-Bruteforce 9,385 |SSH-Bruteforce 9,385 |FTP-Bruteforce 12,590 DoS-GoldenEye 26,565

Infiltration 7,390 DoS-Hulk 34,789 | DDoS-HOIC 53,476 |DoS-SlowHTTPTest 11,191

- - - - Bot 22,584 DDoS-LOIC-HTTP 46,095

Benign 13,249 Benign 13,249 Benign 13,249 Benign 13,249

SSH-Bruteforce 2,346 |SSH-Bruteforce 2,346 |FTP-Bruteforce 3,148 DoS-GoldenEye 6,641
Infiltration 1,894 DoS-Hulk 8,697 DDoS-HOIC 13,369 |DoS-SlowHTTPTest 2,798
DoS-Hulk 43,486 Infiltration 9,327 Bot 5,646 DDoS-LOIC-HTTP 11,524

Test

discrete and continuous features, into a space that can be measured by the [, norm. For each dataset,
the split ratio of training samples and test samples is 8 : 2.

6.4.1 CSE-CIC-IDS-2018-CADE. For CADE, we used traffic samples in the CSE-CIC-IDS-2018
dataset belonging to the Benign class and three malicious categories (SSH-Bruteforce, DoS-Hulk,
and Infiltration). Specifically, we used one day’s traffic of Benign (02/14), SSH-Bruteforce (02/14),
DoS-Hulk (02/16), and Infiltration (03/01) to populate the dataset. Due to the amount of samples
in the original dataset, for each class, we collected 10% of the samples in the original dataset.

Since CADE is a NIDS that supports concept drift detection, the test set must contain at least
one unseen category in addition to the sample categories that the CADE model has seen during the
training phase. To this end, according to different offset categories, the CSE-CIC-IDS-2018-CADE
dataset is further divided into the DoS-Hulk-Drift dataset where DoS-Hulk appears only in the test
set and the Infiltration-Drift dataset where Infiltration appears exclusively in the test set.

6.4.2 CSE-CIC-IDS-2018-ACID. For ACID, we used samples in the CSE-CIC-IDS-2018 dataset
belonging to the Benign class and six malicious classes, including FTP-Bruteforce, DDoS-HOIC,
Bot, DoS-GoldenEye, DoS-SlowHTTPTest, and DDoS-attacks-LOIC-HTTP. These data were di-
vided into Diverse-Intrusions dataset with diverse intrusions, and Similar-Intrusions dataset with
similar intrusions (see Table 2), used for conventional and fine-grained multi-class detection, re-
spectively.

Specifically, we used one day’s traffic of Benign (02/14), FTP-Bruteforce (02/14), Bot (03/02), and
DDoS-HOIC (02/21) to populate the Diverse-Intrusions dataset. For the FTP-Bruteforce class, we
collected 40% of the samples in the original dataset. For each other class, we collected 10% of the
samples in the original dataset. For the Similar-Intrusions dataset, we have Benign (02/14), DoS-
GoldenEye (02/15), DoS-SlowHTTPTest (02/16), and DDoS-attacks-LOIC-HTTP (02/20). For the
DoS-GoldenEye class, we used 80% of the samples in the original dataset. For each other class, we
collected 10% in the original dataset.

6.4.3 One-hot Encoding of Categorial Features. For the categorial features, we have one-hot
encoded them. Destination Port features have been encoded to 0, 1, and 2, with 0 for the
low-frequency port (< 1,000 ), 1 for medium (1,000 ~ 10, 000), and 2 for high (> 10, 000). For the
Protocol feature, we encoded “0” to 0, “6-TCP” to 1, and “17-UDP” to 2. Note that 0, 1, and 2 means
index where the 1 occupies rather than a number. For example, 0 for [1, 0, 0]. Furthermore, times-
tamp features were converted to UNIX seconds format before normalization and MinMax scaling.

6.5 Attack Configuration

Two threat models were implemented as outlined in Section 4.1, with the following configurations.

ACM Trans. Priv. Sec., Vol. 28, No. 3, Article 40. Publication date: August 2025.



Dimensional Robustness Certification for Deep Neural Networks 40:19

OXXXX 2 x % % % % 00000000

Latency

89 12 21 23 36 43 49 57 63 66 68 70 74 76 83
SO RE TV F L X SIL X SR VISL AKX SEAESF SRR OOOOES P OSS SR YIS EIEIEE0 VYOI I IXIFLIPLHDDRRDELAXLSAD
A R R e S s s
SOOLON S CPFLLIE SIS ST A ASTALESTAILOO QIEN Y ISSTCCU CC A% OO O 525 LS S eSS OF
UNNSENISIE S OS85 Sfh I INTA YoYU NGO TE NN T ENNE BB 6.6 00,000 0N S S LN TITR LG TOLS ¢S5 d
S S SRR RSO E SRS SR CIL 2 Do o o XN $. 6 O 5 S S RRREERRE S ELT DL SH S e it LA OL B0
S.?\‘@Q\/%gﬁs@g‘&y@cv&\%‘e\%@gg\ooio«&gbk&g:sgb&bbbbbbbgbw—*—e\?’c«‘«‘«‘«\«‘«\«‘«\cfb,qwb RS S $OLREEET
VY SIS S SL 5, IO SNNN SR PP LY ROCs s LoRY <
SONESY RS FoEdos & RS o O e e N & SRS RS LS T I LoD 0D LSS 8
SOV T “Ea 0% S ¥s ¥ K N CRELFTQ R R S RPN S o T TT N T 20 20 v 7
L0 Y ST SELTCTE LT e @ ST OIS U O 0 N R o e i o 08 08 e
S O O ke} ~ K AE %, OLQ. 52
ST & TESSEE T TE SF S5 R N AN OSSN
[SESCEENYS Do LY < L ¢ Lo eGSR FTISOSEh i
oQ < AASNISAENEY & Q0T TV G G A
N SOCE LTS D £ < SN
5 EF E T N Yy
B 59 <

Fig. 7. Network traffic features perturbed under natural corruptions.

6.5.1 Parameters in Evasion Attack. We employ two types of white-box evasion attacks: Pro-
jected Gradient Descent (PGD) [30] and Elastic-Net Attack to DNN (EAD) [3]. For [,-PGD,
1;-PGD, and [;-EAD attacks, the perturbation budget € is set to 1.0, allowing for a maximum ad-
versarial perturbation that can significantly alter the input. Additionally, the per-step perturba-
tion budget ¢; is configured to 0.75, which restricts the perturbation at each iteration to ensure
controlled modifications of the input. For the [-PGD attack, the parameters are adjusted to ac-
commodate its unique characteristics: the perturbation budget € is set to 0.2, and the per-step
perturbation budget € is limited to 0.1. [,-PGD is typically most powerful under the Lo, norm
constraint, so the perturbation budget required to achieve evasion is smaller. In all cases, the max-
imum number of iterations, Niteration, is uniformly set to 20, providing a consistent framework for
evaluating the effectiveness of each attack method.

6.5.2 Parameters in Natural Corruption. Perturbable features under two natural corruption
threats are shown in Figure 7. The variations in network traffic characteristics are well suited
to be represented by Gaussian noise, as many natural phenomena, including network traffic be-
havior, are often approximately modeled as following a Gaussian distribution. For latency, we use
a Gaussian distribution with a standard deviation of 1 and a mean of 0 to add random noise to the
time-related traffic features, such as the time between two flows, time between two packets, time
a flow was active before becoming idle, time a flow was idle before becoming active, and so on. For
PacketLoss, we use the same distribution to add noise to packet quantity-related features and par-
tial length-related features correlated with the packet number, such as the number of total packets,
number of packets transferred per second, number of packets bulk rate, number of packets in a
sub-flow, and so on.

6.6 Evaluation Metrics

Multiple metrics are used to assess certified robustness against potential perturbations, empir-
ical robustness against adversarial and corrupted examples, and regular performance on clean
examples.

6.6.1 Certified Robustness. We use two metrics to evaluate the certified robustness of the
model.
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Mean Certified Radius. The average certified radius per class is calculated as in Equation (14).

N
s ; _ 1
Mean Certified Radius (MCR) = NZ R;, (14)

i=1

where N represents the total number of test samples belonging to the same class, and R; denotes
the certified radius for each sample. The MCR is calculated using all samples within the same class
to assess the certified robustness of the detector across different categories. This approach enables
evaluation of the model’s certified robustness against evasion attacks toward each class. A larger
value of MCR indicates a tighter robustness guarantee, indicating that the model can maintain its
performance with a greater margin of robustness when faced with any possible perturbations.

Certified Accuracy. Given a certified radius threshold Ry, the certified accuracy measures the
proportion of test samples that are correctly predicted by the certified defended classifier Fs.,00:h
with a certified radius R greater than Ry;yen, as shown in Equation (15).

N(Fsmooth(x)zytrue)&(RZRgiven) (15)

Certified Accuracy (CerAcc) = N )

where N(r,,,..in(0)=t¢rue)&(R2Ryiven) cOUNts only those correctly predicted samples that also satisty
the condition R > Ry;iyen, N indicates the total number of test samples for certification evaluation.
A higher certified accuracy reflects a greater number of samples passing the robustness certifica-
tion under the specified threshold Ry;ven.

6.6.2 Empirical Robustness. We use robust accuracy to assess the empirical robustness of the
model against evasion attacks and natural corruptions.

Robust Accuracy. Robust accuracy reflects the proportion of perturbed test samples x* (e.g., ad-
versarial examples or corrupted examples) that the model predicts correctly in all perturbed test
samples, as expressed in Equation (16).

N(Fsmooth(X*):ytrue) _ TP + TN
N " TP+TN + FP+FN’

Robust Accuracy (RobAcc) = (16)
where, N(r,,.. ..(x*)=y:rue) denotes the number of perturbed samples correctly predicted, and N
denotes the total number of perturbed test samples for empirical robustness evaluation. TP is True
Positives, TN is True Negatives, FP is False Positives, and FN is False Negatives. We use robust
accuracy to evaluate the empirical robustness of detectors on four evasion attacks, including -
PGD, l-PGD, [;-PGD, and [;-EAD, as well as two natural corruptions, including PacketLoss and
Latency.

When evaluating adversarial examples, robust accuracy is equivalent to Recall, as defined
in Equation (17). This is because the adversarial test set consists solely of adversarial malicious
traffic, as detailed in Section 4.1.1, resulting in TN and FP values of zero.

TP
TP +FN’

For evaluations on natural corrupted examples, where the corrupted test set contains both benign
and malicious traffic as described in Section 4.1.2, robust accuracy is measured as the ratio of
correctly predicted samples among all perturbed test samples. Also, metrics like Recall, Precision,
False Positive Rate (FPR), and False Negative Rate (FNR) are calculated on the corrupted test
data.

Recall = (17)
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Precision. It denotes the proportion of TP among all positive predictions, as in Equation (18).

TP
—_—. (18)
TP+ FP
False Positive Rate (FPR). It is also known as False Alarm Rate, measures the proportion of neg-
ative test samples (such as benign) that are incorrectly classified as positive samples (such as ma-
licious) in all negative test samples, calculated as Equation (19).

FP
FPR= ————. (19)
FP+TN
False Negative Rate (FNR). It quantifies the proportion of positive test samples that are incor-

rectly classified as negative in all positive test samples, defined as Equation (20).

FN
FNR= ———. (20)
FN +TP
6.6.3 Regular Performance. We use Clean Accuracy to evaluate the regular predictive perfor-
mance of the model on clean data without perturbation. We also evaluate metrics such as Recall,

Precision, F1-score, FPR, and FNR on the clean test data.

Precision =

Clean Accuracy. 1t is the ratio of correctly predicted clean test samples among all clean test
samples, as defined in Equation (21):

Nr. -
Clean Accuracy (CleAcc) = W (21)

7 Evaluation Results and Analysis

In this section, we first compare the performance of relying on randomized smoothing across
several aspects. These include comparisons of the tightness of I, certified robustness guarantees
(Section 7.1), I; and I, robustness guarantees tightness (Section 7.2), empirical robustness against
evasion attacks (Section 7.3), empirical robustness against natural corruptions (Section 7.4), as
well as certified and empirical robustness in fine-grained intrusion detection (Section 7.5). Then,
we present the vertical analysis of dimension-wise certified robustness (Section 7.6), the tightness
of I; and I certified robustness guarantees with different smoothing distributions (Section 7.7),
and the certification time cost of the proposed method (Section 7.8).

7.1 Comparison of [;-bounded Certified Robustness with SOTA Methods

We first compare the tightness of the I, robustness guarantees provided by MARS with VRS [5]
and FRS [31] for the image domain, and BARS [47] for the network traffic domain. For a fair
comparison, we used the same dataset and settings as BARS. We calculated the MCR and certified
accuracy (defined in Section 6.6) for each category on ACID and CADE.

7.1.1  Setup. To be comparable with VRS and FRS, which do not consider dimension-wise ra-
dius, the object we compare is the overall certified radius R of the smoothed model. For the
smoothed classifier, ng,,q1; and ny4rge are set to 100 and 10, 000. The parameters for the smoothed
classifier are: ngpq1 =100, njqrge =10,000. The learning rate for optimizing the noise shape is set
to 0.01. The maximum number of training epochs is limited to 10. The failure probability « for
radius calculation is set to 0.001. To be consistent with the evaluation setup in BARS, MCR and
certified accuracy are measured by category for each test set. To facilitate the comparison of dif-
ferent certification methods, we set a unified y-axis range of 0 to 1 for the Certified Accuracy. Due
to inherent differences in MCR across categories, the y-axis range for MCR is adaptively adjusted
to better illustrate category-specific MCR details across certification methods.
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7.1.2  Results. The results of certified accuracy (see Figure 8) and MCR (see Figure 9) show
that MARS always outperforms certified defense baselines. Especially on the CADE-Infiltration-
Drift dataset and the CSE-CIC-IDS-2018-ACID dataset, MARS showed significant advantages over
BARS when both VRS and FRS failed certification in many categories. The certified accuracy
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of CADE drops rapidly beyond a radius of 0.5, while ACID remains robust up to 1.5. How-
ever, both detectors have inherent robustness limits determined by their structure and train-
ing. ACID becomes sensitive to disturbances beyond a radius of 1.5 despite its wider robustness
range.

A certified radius equal to 0 indicates that the detection model is vulnerable to the specific at-
tack category. Even if the clean sample is perturbated very weakly, that is, the noise budget is very
small, it is easy for the model to lose confidence in the prediction results, leading to certification
failure, that is, getting a radius equal to 0. For the CADE models trained with VRS or FRS on the
CADE-DoS-Hulk-Drift dataset, SSH-Bruteforce and Infiltration are attacks that are relatively diffi-
cult to detect. For the CADE trained on the CADE-Infiltration-Drift dataset, benign is a vulnerable
category.

For the ACID, the detection of FTP-Bruteforce, DDoS-HOIC, and Bot attacks is unstable. Fortu-
nately, BARS and MARS can not only enhance the certified robustness against those attacks the
model is originally robust against, but also increase the certified radius in these vulnerable classes,
and the improvement brought by MARS has always been greater than BARS.

7.2 Comparison of Various /,-bounded Certified Robustness with SOTA Methods

To assess the tightness of [, robustness guarantees across different norms, we compare the sizes of
I, 1, and I, certified radii with the leading method FRS [31], since neither VRS nor BARS supports
l; and [, robustness certification.

7.2.1  Setup. FRS incorporates I, [;, and [, guarantees but relies exclusively on standard
Gaussian distribution for smoothing. For a fair comparison, we compare MARS with FRS using
Gaussian smoothing distribution across all [, norms, without distribution alignment.

We set a unified y-axis range of 0 to 1 for the Certified Accuracy and adaptively adjust the y-axis
range for MCR to detail the category-specific MCR across [, norms.

7.2.2  Results. The results of MCR (see Figure 10) show that MARS consistently provides
tighter [, robustness guarantees compared to FRS. Especially when FRS fails certification on
many classes (with radius 0) due to its nature of smoothing all traffic feature dimensions
indiscriminately, MARS still outputs non-trivial I, /; and I radii. Furthermore, the results of
certified accuracy (see Figure 11) show that I, and [; radii are close, but the I, radius remains
the smallest, as I, is the most difficult to capture by the Gaussian distribution. We can see that
if there is a lack of customized certification design for network traffic data, even the FRS that
also uses first-order information will have a hard time effectively certifying the robust radius
of the attack samples for the detectors. Meanwhile, we also observed that compared with I, and
I; certification, it is more difficult to obtain a tight I, robustness guarantee, that is, a large I
certified radius. This is reasonable because under the same budget ||5]|, < R, the l,-measured
certified region will be larger in volume than I, and [;, thus it is easier for samples to evade
detection.

7.3 Comparison of Empirical Robustness against Evasion Attacks with SOTA Methods

Considering the diversity of adversary changes, unlike BARS, which only tests against I, evasion
attacks, we use various [, norms to enrich the threat model. We employ PGD [30] and EAD [3] as
threat models of white-box evasion attacks to generate adversarial examples x* = x + .

7.3.1  Setup. Following the BARS settings, we selected one of the malicious categories, Bot, as a
representative to test whether the ACID model with certified defense can correctly identify adver-
sarial Bot samples, and calculated the robust accuracy and clean accuracy (as defined in Section 6.6).
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For [,-PGD, [;-PGD, and [;-EAD, perturbation budget € that determines the maximum adversarial
perturbation is set to 1.0 and per-step perturbation budget €, that determines the maximum al-
lowed perturbation at each iteration is set to 0.75. For l,-PGD, € is 0.2 and ¢; is 0.1. The maximum
number of iterations Nj eration 1S set to 20 for all attacks.
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Table 3. Comparison of Empirical Robustness of ACID against Different Evasion Attacks

Robust Accuracy (%) on Adversarial Examples
Method Clean Accuracy (%) 1,-PGD Y I.-PGD I E ADp
Vanilla 100.00+00.00 83.95+00.00  55.02+00.01 00.27+00.00
BARS [47] 100.00+00.00 96.04+00.05  81.78+00.20 00.16+00.01
MARS 100.00+00.00 97.74+00.13 88.95+00.31 10.28+00.06

7.3.2  Results. The results of robust accuracy on adversarial examples (see Table 3) show that
compared to BARS, our defense boosts the robust accuracy against evasion attacks by 1.70% for
l,-PGD, 7.17% for l,-PGD, and 10.11% for [;-EAD. Compared to the base detector without any
certified defense (noted as Vanilla), robust accuracy increases by 13.79% for [;-PGD, 33.94% for
l-PGD, and 10.01% for [;-EAD. Notably, we also observe that the base ACID detector itself is
already very robust to [;-PGD attacks, and both BARS and MARS preserve this robustness. Thus,
we tested the more powerful [;-EAD, essentially a linear mixture of I; and I, penalty functions.
Neither Vanilla nor BARS can resist [;-EAD, and only MARS enhances model robustness against
it. Also, it can be seen from the table that both BARS and MARS well retain the detection accuracy
of the vanilla ACID model on clean Bot samples, reaching 100%.

7.4 Comparison of Empirical Robustness against Natural Corruptions with SOTA
Methods

In addition to adversarial examples, natural corruptions from changes in the cyber environment
can also lead to misclassification by the model. We generate naturally corrupted samples from
clean benign and malicious input using Latency and PacketLoss, as detailed in Section 6.5.

7.4.1  Setup. Since natural corruption noise generally does not follow specific patterns, using
an empirical distribution would make more sense. In our study, distribution shifts in feature di-
mensions related to packet arrival time and packet number are simulated using random noise
following a Gaussian distribution with mean 0. In particular, we adjust the standard deviation o
in {0.5, 1.0, 1.5} to mimic the different corruption strengths.

7.4.2  Results. The results of Robust Accuracy on corrupted samples (see Figure 12) show that
we can see that MARS consistently outperforms BARS and Vanilla across various corruption in-
tensities and certified classes. Also, under the same corruption strength, both vanilla and certified
defended models show higher resilience to PacketLoss than to Latency for benign and malicious
traffic. This suggests that ACID is more sensitive to perturbations in time-related features and more
robust in quantity-related features. It can be seen from the consistent results that MARS always
has the highest robust accuracy for increasing natural disturbances. Compared with the enhanced
robustness from MARS, BARS weakens the detector’s ability to identify natural corruptions.

7.5 Comparison of Robustness in Fine-grained Detection with SOTA Methods

Even with similar intrusion purposes, attackers often employ varied techniques and tools. Con-
sidering the differences among attackers, we assessed the fine-grained detection performance of
MARS on datasets containing similar network intrusion types.

7.5.1  Setup. This evaluation includes various DoS-related attacks to extend performance as-
sessment in fine-grained NIDS scenarios. Using the Similar-Intrusions dataset involving benign
(as shown in Table 2), we trained a four-class ACID model with 99% accuracy, 100% precision, and
an Fl-score of 1 on the clean test set. Multiple [,-bounded certified radii, as well as FPR, FNR,
precision, and accuracy on clean and perturbed samples were tested.
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7.5.2  Results. We compared I, l;, and I, radius with other randomized smoothing methods.
Analogous to the previous cases, MARS achieved the largest certified radii in all three similar
intrusions chosen (DoS-GoldenEye, DoS-SlowHTTPTest, and DDoS-attacks-LOIC-HTTP). The re-
sults of MCR (see Figure 13) show that MARS achieves the largest MCR across all [, norms: I,
radius increased by 9 x 10 to 3.77 X 1072 compared to BARS, [; by 7.24 x 10! to 2.2373 and I, by
2.20 X 107 to 2.48 X 107! compared to FRS.

Furthermore, we observe that MARS outperforms BARS in defending the vanilla classifier
against Latency and PacketLoss corruption, improved accuracy by 6.12% under Latency and Pack-
etLoss corruptions (see Figure 14). FPR on corrupted Benign samples decreased by 4.27%, and FNR
on corrupted GoldenEye decreased by 6.35%. With MARS defense, the classifier achieves higher
precision with corruption on both Latency and PacketLoss. This improvement is consistent across

classes, as seen in Benign and DoS-GoldenEye examples.
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Fig. 15. Iy dimensional mean certified radius of ACID on DoS-GoldenEye.

7.6 Analysis of Dimensional Certified Robustness

The certified radius presented in the previous sections is the overall radius, which is derived from a
weighted average of dimension-wise certified radii. Analyzing the dimensional radius R; can help
intrusion detection participants identify sensitive (important) and insensitive (robust) features,
informing model feature-specific robustness.

7.6.1 Setup. We evaluate the [;-bounded dimensional radius R; of the ACID obtained by MARS

on the GoldenEye sample and listed the top-5 and bottom-5 dimensional radius rankings. A smaller
dimensional radius indicates greater sensitivity and importance of the input feature dimension to
the NIDS, as perturbations to such features are more likely to alter the predictions of the detector.

in

7.6.2  Results. The dimensional MCR results across all feature dimensions are presented
Figure 15, with the top-5 and bottom-5 certified radius rankings detailed in Table 4. In

the DoS-GoldenEye attack, the model demonstrates greater sensitivity to inter arrival time
(IAT)-related features while showing greater robustness to forward packet length-related features.
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Table 4. Top-5 Sensitive and Robust Features on DoS-GoldenEye

No Radius FeatureName Description
24 0.0426 Flow IAT Std Standard deviation time two flows.
20 0.0433 Bwd Packet Length std ~ -tandard deviation size of packet
in backward direction.
79 0.0488 Active Std Stapdard deviation t.1me.a flow was
active before becoming idle.
— Number of bytes sent in initial
72 0.0569 Init Win_bytes_ forward window in the forward direction.
78 0.0576 Active Max Maximum t1rr.1e a ﬂow was active
before becoming idle.
8 10.0741 Flow_Duration Flow duration.
Number of times URG flag was
39 10.9644 Fwd_URG_Flag set in packets travelling in the
forward direction (0 for UDP).
52 11.2367 RST_Flag_Count Number of packets with RST.
Number of times PSH flag was
38 11.3300 Bwd_PSH_Flag set in packets travelling in the
backward direction (0 for UDP).
13 114358 Fwd Packet Length Min ~ Nunimum size of packet
in forward direction.
All 2.2305 MCR Mean certified radius per class.

This finding is consistent with the previous observations that the vanilla ACID model exhibited
significantly reduced accuracy and increased FNR on Latency-corrupted GoldenEye samples, as
discussed in Section 7.5.

7.7 l,-bounded Certified Robustness with Different Smoothing Distributions

VRS, FRS, and BARS all use the Gaussian distribution as the smoothing distribution; only MARS
considers smoothing distribution alignment. Therefore, we additionally evaluate the certified ra-
dius under the smoothing distribution alignment setting and vertically compare the impact of
different distributions on robustness certification. We sequentially used Gaussian, Laplacian, and
Uniform distributions as smoothing distributions for Iy, [;, and I, guarantees calculation.

7.7.1  Setup. The Gaussian distribution N(y, o) and the Laplacian distribution £(y, b) have the
same mean 0 and standard deviation 1, lower bound a and upper bound b of the Uniform distribu-
tion U(a, b) are set to —V/3 and V3 respectively. For the I, robustness guarantee, Gaussian is the
default alignment distribution type in our setting, and the results have been shown in Section 7.1.
Thus, we only show the tightness of /; and I robustness guarantees obtained through MARS
under different smoothing distribution settings here.

7.7.2  Results. Evaluation results of I; MCR (see Figure 16) show that Gaussian and Laplacian
distributions each excel in different classes, indicating that simply using a single distribution may
miss a tighter certified radius, leading to a necessity of analyzing different distributions. For the [;
robustness guarantee, the Gaussian distribution consistently used by the compared methods is not
necessarily the best in various categories. Although the smoothing area of the uniform distribution
is closer to I, as it has upper and lower bounds, the choice of distribution parameters greatly
limits the addition of noise. However, for the I, certified radius, Gaussian distribution indeed
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Fig. 16. I} mean certified radius under different smoothing distributions.

Table 5. I3-bounded MCR and ACT/seconds Per Sample of CADE

92}

MCR Benign SH- Infiltration Dos-
(ACT) Bruteforce Hulk
VRS 0.0000 (0.0008) 0.0049 (0.0015) 0.0000 (0.0017) 1.4082 (0.0012)
FRS 0.0000 (0.0089)  0.0054 (0.0125)  0.0000 (0.0122)  1.6316 (0.0134)
BARS | 2.0494 (0.0004)  0.2450 (0.0011)  3.1658 (0.0013)  1.6372 (0.0007)

MARS | 2.0539 (0.0096) 0.4744 (0.0133) 3.1668 (0.0131) 1.6406 (0.0146)

has advantages. Although the [-measured certified area best matches the Uniform distribution
in shape, the smoothing region that the Uniform Distribution can cover is strictly controlled by
the upper and lower bound parameters, and sharp truncation areas will appear. Therefore, the
certification performance will be largely affected by the hyperparameters.

7.8 Certification Time Overhead

7.8.1  Setup. In this experiment, we present the evaluation of the Average Certification Time
(ACT/seconds) per sample and mean certified radius (MCR) of network intrusion models
(CADE and ACID) on different types of network traffic.

7.8.2  Results. The results are shown in Tables 5 and 6. Compared to the SOTA method BARS,
MARS achieves the highest MCR across all competitions, with an average increase in ACT per
sample of 21.1 milliseconds (ms). Despite this slight increase, MARS maintains a reasonable cer-
tification time cost. For CADE, ACT per sample ranges from 8.0 to 14.6 ms, while for ACID, ACT
per sample ranges from 24.4 to 36.1 ms.

Certification times for class sets were also evaluated. MARS-defend CADE takes approximately
25 seconds (sec) to certify 2K Infiltration or SSH-Bruteforce samples and around 125 sec for 13K
benign or 10K DoS-Hulk samples. For MARS-defend ACID, the certification times are about 300
sec for 13K benign/DDoS-HOIC or 11K DDoS-LOIC-HTTP samples, 200 sec for 6K Bot or 7K DoS-
GoldenEye samples, and 100 sec for 3K FTP-Bruteforce or DoS-SlowHTTPTest samples.
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Table 6. I2-bounded MCR and ACT/seconds Per Sample of ACID

MCR Benign FTP- DDoS- Bot DoS- DoS- DDoS-
(ACT) Bruteforce HOIC GoldenEye SlowHTTPTest LOIC-HTTP
VRS | 0.1950 (0.0028)  0.0000 (0.0045)  0.0000 (0.0028)  0.0000 (0.0040) _ 0.0001 (0.0039) _ 0.0000 (0.0053)  0.0000 (0.0033)
FRS 1.2077 (0.0238)  0.0000 (0.0323)  0.0000 (0.0235)  0.0000 (0.0565)  0.0024 (0.0309)  0.0014 (0.0459)  0.0000 (0.0269)
BARS | 1.9036(0.0029)  1.5814 (0.0046)  2.4801 (0.0029)  2.4456 (0.0041)  2.1928 (0.0040)  2.2280 (0.0051)  2.2034 (0.0033)

MARS | 1.9260 (0.0253) 1.6832 (0.0346) 2.4812 (0.0244) 2.6288 (0.0327) 2.2305 (0.0331) 2.2289 (0.0361) 2.2070 (0.0279)

The time cost gain of MARS comes mainly from the introduction of first-order gradient infor-
mation to search the tight certified radius. This tradeoff between slightly longer processing times
and enhanced reliability is favorable in security-critical NIDS applications, especially since MARS
maintains certification time in milliseconds for each sample. Our primary goal is to expand the
certified radius of NIDS and improve certified accuracy, as these are crucial for quantifying the
robustness of the model. A larger certified radius ensures reliable model performance across a
broader input range, improving NIDS security. To improve certification efficiency while preserv-
ing accuracy, future work could leverage hardware acceleration, distributed computing, or other
strategies to accelerate robustness certification using multi-order information.

8 Discussion
8.1 Applications of the Dimensional Certified Radius

The certified radius reflects the robustness of DNNs in NIDS against potential input traffic varia-
tions, which is crucial for reliable network intrusion detection. A larger radius indicates stronger
robustness, aiding prompt responses to complex intrusions, while a smaller radius highlights vul-
nerabilities, guiding targeted defenses. The certified dimensional radius pinpoints vulnerabilities
in specific features, enabling focused defenses and reducing learning overhead on robust patterns.

8.2 Importance of the Norm Diversity

Calculating the certified radius under various norms (I, Iy, l) provides a comprehensive eval-
uation of robustness against different attack vectors. The I, radius reflects robustness to overall
feature variation, [; to sparse perturbations, and I, to extreme outliers. In an environment with
evolving cyber threats, multi-norm certification is valuable for preparing for dynamically changing
attacks.

9 Conclusion

In this article, we introduced MARS, a framework to certify the robustness of DNNs with het-
erogeneous input features, such as network traffic data. To strengthen robustness guarantees, we
combine first-order function gradients with zero-order function output, iteratively adjusting the
certified region’s center and expanding its radius while ensuring compliance with the certifica-
tion hypothesis test. Experiments show that MARS achieves field-leading performance in certified
robustness evaluated by certified radius and certified accuracy, as well as empirical robustness
against evasion attacks and natural corruptions evaluated by robust accuracy, false alarm, and
so on. In future work, we plan to investigate non-I, robustness certification against structural
perturbations.
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